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MsRPC Audit

Audit MSRPC, isa Microsoft implementation of DCE RPC. The auditor dump is a list
of named pipes that are used by Windows RPC services as endpoints. The interface
identifier associated with each named pipe represents the service typically accessed when
agiven named pipeis used.

MS RPC Audit Dialog

M5 RPC Interfaces Auditor

Target [P Address: |192168.0.2 TCF port |'| B
Iw Al Tranzports Protocols Recursive [ RPC Dump | Transport protocol: |TCF'HIF' tranzport LJ
<|FID_FIELD 1D="1fF70682-0551-30e8-0764d- 7 40beBoes98b version 1.0 ~

<Annatation>

<UD 00000000-0000-0000-0000-000000000000< AUUID >
<Binding:ncacn_npWWACAMELOTMPIPENSIME TINFO < ABinding
<Annatation>

<UD D0000000-0000-0000-0000-000000000000< AUUID
<Binding: ncalipe: [LRPCO00002b4. 00000007 < /Binding:
<IFID_FIELD 1D="1fF70632-0a51-30e8-0764d- /40beBoes3Bh verzion 1.0
<Annotation>

<UD D0000000-0000-0000-0000-000000000000< AUUND>
<Bindingzncacn_ip_tep:192.168.0.4[1025]</Binding:

<Interfaces Count="2"">

<JUID_IFID ID="1ff70682-0a51-30e8-076d-740beBeeed8hb w1 0"
< Pipelfids

¢Pipes atzved /Pipe>

<Descrption: S cheduler service/Description:
<Servicermatask exes /Service>

<0SxWindows MT 4.0, 2000, XP, 2003</05>

< /Pipelfids

</UUID_IFID >

<JUID_IFID ID="378eb2b0-c0a3-11cf-822d-002a0051 240F 1.0
<Pipelfid:

¢Piper atzved /Pipe:

¢Description: S cheduler services /Descriptian:
<Servicermatask exes /Service>

<05xWindows MT 4.0, 2000, =P, 2003</05>

Enter the Target IP Address by clicking on the Browse button and select the
Transport Protocol from the combobox.

This tool supports the following protocol types TCP/IP transport, UDP/IP transport,
SMB named pipe transport, Local RPC transport, HT TP transport.

Click on the button IDIDs to dump information for the specified TCP port.

To dump information about all available ports select All Transports Protocols
Recursive and click on the button RPC Dump.
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